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Abstract 
This paper proposes a set of formulas for assessing the likelihood of a given method of 
security attack’s launch over the Internet and the relative probability that an exploit will 
occur. Understanding these formulas and their component variables lead to a proposed 
Law of Malware Probability. Basically, the Law of Malware Probability states that as the 
attractiveness of a set of computers and the data they contain to a potential attacker 
increases, the likelihood of an attack against these resources increases. By contrast, as the 
costs and risks of an attack to the attacker increase, however, the likelihood of an exploit 
decreases. This can be described as follows: 
 
 
                                                            Vm * Nm * Im  
                                  ρ m ∝     ------------------------------------- 
                                                   (Dm + Em + Tm) * (Lm * Pm ) 
 
 
 
The paper then discusses the factors and variables that make up the formula, the 
relationship of the attractiveness of an infrastructure to an attacker versus the costs and 
difficulties of carrying out an attack, considerations in assigning values to variables, 
validating the Law against observed real-world behaviors and implications of the Law for 
owners and managers of computing resources. The paper also proposes area of further 
investigation that could contribute to improving understanding of attacker and malware 
behavior. 
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I. A Proposed Theory of Malware Probability 
 

Introduction 
While numerous theories of both benign and criminal human behavior exist, few 
researchers have studied the motivations of malware writers1, particularly those with 
financial gain-focused agenda. Nonetheless, the last five years has not only witnessed 
rapid growth in the quantity and diversity of malware on the Internet, but a shift away 
from cyber-vandalism and hobby-based malware to more financially motivated 
cybercrime. 
 
The growth of cybercrime as a commercial phenomenon enables greater opportunities to 
analyze and understand it as we would other economic, social, and political activities. We 
can apply these analysis tools to almost every currently known form of Internet-borne 
attack techniques: spam, phishing, hacking, cracking, virus distribution, spyware 
distribution and others. 
 
This paper proposes a simple formula intended to help bring better understanding of 
malign online behavior by governments, businesses, researchers, academics and general 
public. For governments and business, the formula should aid planning, risk 
management, and protecting their operations from disruption or corruption. For 
researchers and academics, the authors hope that this paper will encourage further 
research that will lead to breakthroughs in anti-malware defense and preparedness.  

Malware Probability Formula Factors and Variables 
A potential target’s Attractiveness is the most important variable in calculating the 
likelihood of its being attacked by malware. A number of factors combine to create a 
quantitative value for Attractiveness. These include: 
 
• Value (V)2 of a target to a person committing a crime. 
• Number (N) of potentially victimizable target computers. 
                                                
1 Malware writers here are used as a term to cover more than the literal code writers – this term is really a 
placeholder for those who distribute malware – be they gangs, companies, individuals, etc.  The literal 
Malware writers can be broadly broken into two groups: those who write viruses and worms on the one 
hand and those who write spyware and adware on the other hand.  The principle difference between these is 
the motivation for each writer.  Traditionally, virus and worm writers have done so for notoriety and 
vengeance or for professional reasons; and they have done so normally in isolation, in gangs or perhaps at 
the behest of private interests such as criminal organizations, governments or for espionage.  Spyware and 
adware writers ply their trade for purely financial reasons.  This definition, and others, is subject to 
disagreement among academics and anti-malware organizations; and this definition is primarily provided to 
aid the reader with unfamiliar terms.  Debate continues on these terms, but these definitions suffice for 
now. 
2 This is a quantifiable figure that can be measure in real currency and compared to the values for other 
“hackers.”  This meaning “for hackers” and not “of PCs and networks” is a conscious use of terminology: a 
PC’s or network’s value must be determined as a function of the money that a hacker can actually make by 
compromising their target.  Further, this is not a non-zero-sum game, and therefore, some interesting 
applications of game theory are possible. 
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• Interconnection Measure (I)3 of devices that can facilitate the viral infection of target 
devices. 

 
These factors are important because the returns accruing to financially motivated hackers 
are proportional to the number of infected targets and the length of time malware resides 
on infected machines. 
 
Consider an example where a group of spyware writers4 decide to write some new 
malware. Before doing so, they will likely choose a target population of computers. Let’s 
also assume they will make their choice based on the operating systems the two target 
populations run: Platform A and Platform B. The malware writers will then assess the 
relative Attractiveness of the two Platforms to decide which one to attack. They might 
start by estimating the value of Platform A and Platform B computers. Here, the average 
Platform A computer may provide an average of $1,000 worth of exploitable data, stolen 
services, or aggregate value from both and Platform B might be a richer target with 
$2,000 per computer.   
 
Next, the hackers would need to know the number of computing devices (expressed as N 
in the formula) of the two platforms. Let’s assume Platform A to Platform B ratio of 10:1 
in this example. 
 
Finally, they would need to know how quickly the malware can spread within the 
respective Platform A and B populations. Here, Platform A is twice as connected as 
Platform B. Here, connectivity compares only the size of the user or computing devices 
population liable to infection. This variable would not consider the time required to infect 
an end-user population, as this would be more properly included in an interconnection 
measure. 
 
This leads to a formula to determine the Attractiveness (A)5 of a target population: 
 

A ∝ V * N * I 
 

(Formula 1) 
 
Note that we have expressed Attractiveness as a proportionality and not an equality. At 

                                                
3 Discussions with Stefan Berteau and Simon Perry have led to some interesting theories on “degrees” or 
“ranks of connection”.  In particular, being able to say that one degree (or “rank” or “hop”) from a platform 
includes X systems, 2 degrees reaches Y systems and so on; and measure the size of each population and 
the speed and ease of infection within and between degrees may prove useful, although this requires much 
primary research in the future before being really “wrapped up.” 
4 Spyware writers rarely act alone – they normally act as part of a company or commercial affiliation.  In 
this instance, Spyware is assumed to mean software that will not directly destroy or damage a target 
system.  Spyware may inadvertently damage a system (due to increased CPU usage for instance), but its 
primary goal is to reside parasitically or, ideally, symbiotically with a host.  Spyware writers’ profits are 
directly proportional to the time their software remains on a system, so the survival of a host is a benefit. 
5 Initially, the “=” was used in these formulae.  However, upon reflection proportionality is more accurate 
given issues with determining true probabilities and with units. 
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this time, it would require additional research and data to confidently measure 
Attractiveness as an absolute value. This is one of the main reasons that the Law of 
Malware Probability proposed in this paper predicts relative probability of infection 
among one or more user populations rather than actual probability of infection of a single 
population. 
 
Financially motivated hackers must also balance the Cost (C) of an attack against a 
target’s Attractiveness. In this model Cost consists largely of the Difficulty (D), Expense 
(E) and Time (T), involved in devising and executing a successful attack. 
 
As with Attractiveness, the Cost formula helps evaluate the (dis)advantages in choosing 
to attack target populations A or B. For this exercise, we will assume that target B 
requires 1.5 times more effort and 1.5 times more time to develop an attack than A. 
 
This results in the following formula: 
 

C ∝ D + E + T 
 

(Formula 2) 
 

In addition to costs, the hackers must consider the Risk (R)6 involved in an attack. The 
theory treats Risk as a function of the Likelihood (L) of getting caught times expected 
Penalties (P) following detection and apprehension. 
 

R ∝ L * P 
 

(Formula 3) 
 

Needless to say, that if Attractiveness exceeds Cost and Risk, it becomes increasingly 
likely that a target will be attacked someday. The following formula balances 
Attractiveness against a combined Cost and Risk factor to yield the Relative Probability 
(ρ)7 that an attack will occur: 
 

 A 
ρ ∝ --------- 
      C * R 

 
(Formula 4) 

 
Any Relative Probability figure ρ above one indicates that an attack is feasible from a 
hacker’s point of view. But in comparing a range of possible targets, the hacker will 

                                                
6 There is a problem here with Risk – there is a difference between perceived and actual risk.  The 
assumption with this version of the Law of Malware Severity is that the two are closely related, but this is 
an assumption. 
7 Initially the variable used was π (pi), but at Eric Maiwald’s suggestion, ρ (rho) was used instead of π to 
facilitate reading.  Note the upper case for ρ is Ρ as this appears in the paper too. 
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prefer those with higher Relative Probability numbers. Assuming that hackers will go 
after the richer, low cost, low risk targets first, the Relative Probability number also 
influences how soon a target will be attacked. In other words, the larger the Relative 
Probability number, the sooner the attack. 
 
By combining our equations, we get the following final formula for a given mechanism8 
(m) we can determine a formula for the relative probability of one mechanism and target 
population over another. 
 

Vm * Nm * Im 
ρ m ∝     ------------------------------------- 

(Dm + Em + Tm) * (Lm * Pm) 

 
(Formula 5) 

 
If we continue to look at our example, we can now look at the spyware writers trying to 
decide on targeting Platform A users or Platform B users, assuming equal likelihood (L) 
and penalty (P) of getting caught. 

              
The following formulas show the Relative Probabilities of a specified attack on two IT 
infrastructures. 
 
For A: 

Value of information on the targets = 10 
Number of target systems = 1,000 
Interconnectedness = 2 
Difficulty rating = 1 
Expense rating =1 
Time =1 
Likelihood of apprehension =1 
Potential penalties = 1 

 
For B: 

Value of information on the targets = 1 
Number of target systems = 2,000 
Interconnectedness = 1 
Difficulty rating = 2 
Expense rating = 1.5 
Time = 1.5  
Likelihood of apprehension = 1 
Potential penalties = 1 

 

                                                
8 A “mechanism” for the purposes of this paper is a single instance of malware and/or vector for infection 
and/or a means of compromising an asset that leads to a successful exploit or compromise of data, of a 
computer system or of a network.  If the ideas in this paper are applied beyond malware, the definition of 
mechanism will have to expand accordingly. 
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1,000 * 10 * 2 
            ρ A ∝ --------------------------- ∝ 6700 (2 significant figures) 

              (1 + 1 + 1) * (1 * 1) 
 
 

                2,000 *  1  * 1 
        ρ B ∝------------------------------ ∝ 400  
             (2 + 1.5 + 1.5) * (1 * 1) 

 
The above describes a situation where target population A has fewer computers at risk, 
but higher value information and more interconnectedness. Furthermore, the 
contemplated attack is quick and inexpensive to launch. Population B has twice as many 
computers, but less valuable information and a less efficient connection scheme. 
Furthermore, the planned attack is more expensive, difficult and time consuming to 
develop. Here the value of the information, interconnectedness and ease of attack render 
target population A a more likely victim despite fewer computers to attack. 
 
The numbers assigned to variables in the formula represent approximations. Further 
research should be able to assign more precise values for these factors. Developing more 
precise values for the factors will not be trivial as it involves quantifying the value of 
information, costs of malware development and even the sophistication of the legal 
systems with jurisdiction over a hacker and the hacker’s own perception of risks of 
punishment. 
 
Comparisons of target groups could be based on a number of criteria. For example, it 
might make a difference if target group A computers contained high value commercial 
data such as customer credit card account numbers and target group B computers 
contained non-commercial information, such as a public library resource catalog data 
bases. Other comparison criteria could include hardware platform (for example, Intel or 
PowerPC), software operating system (Windows, Mac OS, Linux, Unix), where the 
computers are located (some countries may have more effective and punitive legal 
systems than others) or the relative costs of labor in different countries required for 
developing and delivering an attack. Here, real world observation will be important in 
gaining better understanding of these values and their relationships to each other. 

Laws of Malware Proliferation 
Whatever values we assign to formula variables, we still are on solid ground in deducing 
principles of malware proliferation. 
 

Principle of Attractiveness Studying formulas 1 and 5 results in a Principle of 
Attractiveness: As the attractiveness (V * N * I) of computers and/or networks 
increases, so does the attractiveness of attacks on these networks, and therefore, 
the relative probability of an attack. 
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Principle of Cost and Risk 9 Equations 2, 3 and 5 lead to a Principle of Cost and 
Risk: As the Risk and Cost of exploiting computers and/or networks increases, the 
relative probability of an exploit’s deployment drops. 
 
Law of Malware Probability Combining the Attractiveness, Cost, and Risk 
factors: As the combined attractiveness of computers and networks increases, so 
does the likelihood of an exploit rise; and as the cost and risk increase, the 
likelihood of an exploit decreases. 

 

Normalizing Dimensions and Units 
In early thinking about these equations, it became clear that the calculations combined 
factors representing different units10 of measurement. Specifically, the variables V, E and 
P are currency values (Dollars, Euros, Yen, etc.), N and I count the number of systems 
under threat and reachable by an attacker, D counts the number of people capable of 
executing an attack, T is a time value, and L is a probability measure. This puts the 
researcher in the position of multiplying and dividing the metaphoric equivalent of 
apples, oranges, pears, bananas, peaches, and pomegranates. 
 
To make meaningful calculation possible, Table 1 converts all factors to a 0-10 
magnitude number and proposes correlations between the scale of each value and the 
normalized magnitude numbers. Thus, for example, a 10,000 seat infrastructure and a 20 
percent chance of apprehension both rate a “6” for purposes of the formulas. 
 
 

Table 1: Suggested Values for Factors with a Scale of 0 to 10 
 

Factor Value 
V 

($US) 

Number 
N 

Interconnection 
I (number of 

nodes directly 
reachable) 

Difficulty 
D (# of 

people who 
know how 

to do it) 

Expense 
E ($US) 

Time 
T 

(time 
to 

hack) 

Likelihood 
L (Chance 
of getting 
caught) 

Penalty 
P (fine 

and/or jail) 

0 0 0 0 0 0 0 0% 0 
1 1 1 1 10,000,000+  1 1 hour 0.01% $1 
2 10 10 10 1,000,000 10 1 day 0.1% $100 
3 100 100 100 500,000 100 1 week 1% $1000 
4 1000 1000 1000 250,000 1000 1 

month 
5% $10,000 

5 10 * 
104 

10 * 104 10 * 104 100,000 10 * 104 3 
months 

10% $100,000 

6 10 * 10 * 105 10 * 105 25,000 10 * 105 6 20% $10,000 + 
                                                
9 Note this does not mean the relative probability of exploit creation drops, just deployment and use 
10 Units are an important indication of what the result of an equation means.  For instance, Newton’s 
famous law F = M * A (force equals mass times acceleration) employs kilograms (kg) for mass and meters 
per second square (ms-2), and that is what force must be measure in kgm-2 (also know as a “Newton”). 
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105 months 1 year 
7 10 * 

106 
10 * 106 10 * 106 2,500 10 * 106 1 year 35% $100,000 

+ 1 year 
8 10 * 

107 
10 * 107 10 * 107 250 10 * 107 18 

months 
50% $1,000,000 

9 10 * 
108 

10 * 108 10 * 108 25 10 * 108 2 years 75% More than 
1 year 

10 10 * 
109 

10 * 109 10 * 109 1 10 * 109 3 years 100% More than 
1,000,000 
and 1 year 

 
 
The table can also be used as a guide to actual values for plugging into the formula for 
calculation instead of the 0-10 magnitude numbers. Using real numbers may be useful for 
those desiring to calculate the actual risks and returns available to a hacker contemplating 
an attack on a specific target group. 
 

II. Applying the Theory to the Real World 
 

Behavioral Validation 
Ultimately, observations of real-world hacker behavior and the history of attacks on 
specific targets will prove the validity of the formulas or not. And if the formulas prove 
generally valid, observation will also help refine understanding of values to plug into the 
formulas.  
 
Note, however, the formulas do not need to know why various coefficients—especially 
those based on human behavior—might rise or fall to provide valid results. The 
conclusions they produce are only as valid as the data fed into them. 

Market Price for Malware 
Cybercrime is by its nature an underground phenomenon, making it difficult to acquire 
real-world information on financial returns on cybercrime. Researchers have, however, 
uncovered market information cybercriminal goods and services. These can take three 
forms: 
 
• Ready-to-Deploy Malicious Code—Spyware, Trojans, phishing attacks, key 

loggers, etc. 
• Ill Gotten Gains—Credit card numbers, unspammed email addresses, passwords, 

etc. 
• Cybercrime Services—Malware development, attack execution, access to hacked 

computers, malware rentals and leases, and “share of the take” agreements. 
 
The following excerpt from the Trend Micro 2007 Annual Threat Report offers their 
findings on the state of the malware market at the time of its writing: 



Security Whitepaper 
Towards a Law of Malware Probability 

Version 2.0 
Page 10 of 16 

 
“The table below is a sample of the thriving business dynamics of cybercriminals. 
On one end we can find the sale of exploit kits used in tandem with specific 
payloads, and at the other end are the ‘fruits’ of these attacks: batches of stolen 
account information or unspammed email addresses.” 
 

Table 2: Trend Micro Cyber-Ill Gotten Gains Market Quotes 
 

Asset  Going Rate 
Pay‐out for each unique adware installation  30 cents in the united States, 20 cents in Canada, 10 

cents in the UK, 2 cents elsewhere 
Malware package, basic version  $1,000 ‐ $2,000 
Malware package add‐on services  Varying prices starting at $20 
Exploit kit rental – 2.5 hours  $1 
Exploit kit rental – 5 hours  $1.60 ‐ $2 
Undetected copy of an information‐stealing Trojan  $80, may vary 
Distributed Denial of Service Attack  $100 per day 
10, 000 compromised PCs   $1,000 
Stolen Bank Account Credentials  Varying prices starting at $50 
1 million freshly‐harvested emails   $8 up, depending on quality 
 
 

Implications and Hypothetical Examples 
The following table applies the Malware Probability formulas to predict the overall 
likelihood of various kinds of criminal acts involving both non-cyber (Mail Fraud) and 
cyber assets (all others). 
 

Table 3: Relative Probability of Different Criminal Acts 
 

Formula Factors⇒  V N I D E T L P ρ 
Cyber CrimeTypes ⇓           
Wireless Malware 3 6 4 6 5 6 2 5 0.42 

PC Malware (Low) 5 7 5 3 4 4 2 5 1.59 

Spam 1 7 1 1 3 3 1 5 0.20 
Phishing 5 7 5 6 5 6 1 5 2.06 
Mail Fraud 2 7 1 1 3 3 7 8 0.04 

 
The patterns of variables give clues as to why the relative likelihood of different kinds of 
criminal activities vary.  
 
Wireless Malware—The likelihood rating here is low largely due to the relatively low 
value of information currently stored on wireless devices, and the difficulty, time, and 
expense involved in putting together a successful attack. From this we can deduce that 
wireless devices are still an emerging technology as they have not evolved to the point 
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where people rely on them to store and transmit high value data (especially financial 
data) and the number of operating systems, technology platforms, and carrier service 
offerings are so diverse that it is difficult to conceive, develop and deliver a financially 
remunerative attack. 
 
PC Malware—This rates as a relatively likely occurrence owing to the value of 
information, number of potential targets, low costs and minimal apprehension risks of 
launching an attack. 
 
Spam—Although ubiquitous, spam rates a low-level threat as classic spam is a passive 
intrusion on to desktop computers, requiring end users to act in a way that benefits the 
sender.  Spam is easy to send and offers low risks of legal retribution, but has very low 
payoff to the perpetrator. 
 
Phishing—This gets the highest relative harm rating. Although difficult and expensive to 
launch and requiring patience to achieve returns, phishing targets valuable information on 
a large number of potential target systems. 
 
Mail Fraud—Good old-fashioned physical mail fraud is the least likely crime category. 
The numbers that stick out here are the high risks of apprehension and stiff penalties 
meted out to perpetrators. Governments have had literally centuries to develop effective 
laws and enforcement techniques to combat this crime category. 
 

Value and Convergence: Problems of Subjectivity 
As social and economic activities performed on-line continue to increase in frequency 
and the value of information exchanged, incentives for hackers to launch malware attacks 
will also increase apace. New kinds of on-line services create opportunities for new kinds 
of attacks. We are already seeing hackers exploit social engineering and technical 
vulnerabilities in “Web 2.0” services such as social networks, interactive gaming sites, 
political campaigns, etc. to steal valuable personal and financial information. 
 
Second, as new technologies progress from the “early adopter” to mainstream stages, 
what we now consider “advanced” or “exotic” threats will also go mainstream. In the 
very near future, we will make no distinction between threats to fixed asset PCs and the 
latest generations of mobile PDAs, phones, notebook computers and content readers.  
 
This trends result in a convergence of technologies, socio-economic activities and threats 
that will need to be addressed holistically by the IT security community. Here, the laws 
of malware probability can help predict and analyze the contours of near future threats to 
the integrity of computer-aided social, economic, government and national security 
processes. 
 
Technical, social, and economic change also inject significant subjectivity and variability 
to the process of assigning values to variables in the Malware Probability formulas. As to 
subjectivity, the value of at-risk data will always be in the eye of the (hacker) beholder. A 
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commercially motivated hacker will be more motivated to capture credit card numbers 
from a population of wealthy individuals and have no interest in viewing real-time goods 
shipment information processed through the US Defense Logistics Agency. Even within 
a class of hackers targeting defined sets of information, the value of a target can vary. A 
hacker working for a hostile middle-eastern government will have little interest in US 
troop rotations in and out of Korea, but will expend great effort to learn about movements 
of NATO ships in the Eastern Mediterranean and Persian Gulf. 
 
The value of hack able information can also vary according to market forces. We saw this 
in the Trend Micro purloined information “market report” noted above. Subjectivity 
strongly influences market prices of information and may create opportunities for 
arbitrage, that is the transfer of information that may be of little value to Hacker A to 
Hacker B with a different set of preferences. Commercially, a phishing attack on a 
defunct savings and loan account holders may not interest Hacker A but could be an 
appealing option for Hacker B who believes they have special psychological insight into 
the anxieties of customers of the failed institution. Likewise, the hostile government 
hacker who stumbles across low-value information on troop movements in another part 
of the world might find a ready buyer for such information from a power with interests in 
the region. 
 

III. Additional Lines of Research and Investigation 
 

The most valuable service this paper’s proposed laws of malware probability can provide 
has more to do with opening up lines of further research and investigation rather than any 
perceived attempt to provide a final answer to the problems of malware generation, 
targeting, proliferation, and prediction. The following suggests areas for additional 
research. 
 

Interactions With Other Technology Industry Laws 
A number of technology industry “laws” and hypotheses, in particular Moore’s Law, 
Metcalfe’s Law and Gilder’s Law, can be interpreted to predict rises in the value of 
information residing and transacted on computer networks. Assuming that Cost and Risk 
factors stay in check, these laws would also presage rising amounts of computer-related 
crime. This will come from increased activity of established computer criminals, but also 
lure currently non-computer criminals to enter the field. Although not all “analog” 
criminals will join the digital underworld, it does raise the question whether rates for 
traditional crimes, especially white collar crimes such as embezzlement, industrial 
espionage, mail fraud, etc., will fall as criminals abandon old methods for new. Here, 
applying game theory to these questions may provide a rewarding line of research. 
 

Categorization  
While there are many ways to build a valid hierarchical taxonomy of malware types and 
malicious activities (akin to the well-known Linnaean biological classification hierarchies 
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or the Periodic Table of Chemical Elements), it is important to use only one 
categorization scheme at a time when analyzing malware probability and their effects. 
The reason for this is simple. ρ is a relative expression of probability and comparing the 
probabilities of one schema to another would lead to errors. As an analogy, one might as 
well mean compare the probability of snow storms to sea battles, or other comparitive 
non-sequiturs. Therefore, this paper recommends that users either declare their malware 
classification system when applying the theory and that researchers attempt the task of 
creating a widely accepted and understood categorization scheme to aid greater 
understanding of malware analytics. 
 

Monetization 
As hinted in the paragraphs on Value and Convergence, the existence of underground 
markets for illicitly acquired information indicates that hackers can face hurdles in 
monetizing their activities. In the same way a thief requires a fence to convert a haul of 
physical goods into cash, hackers may need a range of illicit financial services such as 
information brokering, market making, money laundering, and others to convert their 
efforts into financial reward.. 
 
This also suggests the need for more research on the extent that the existence or lack of 
efficient illegal financial services contribute to risk and penalty disincentives to hacking. 
Quite possibly, this might lead to a new variable in the formulas—tentatively called 
M(onetization)—that would measure difficulty om converting hacking time and effort 
into financial gain. 
 
It also suggests that research here would help anti-hacking forces develop new laws and 
enforcement mechanisms that would disrupt or add difficulty to the ill-gotten-gain 
monetization process. 
 

Beyond Current Malware Definitions 
To a great degree, today’s most understood computer crimes represent computerized 
versions of long established criminal acts such as fraud, theft, eavesdropping, blackmail, 
burglary, and so on. In fact, the inclusion of  “Mail Fraud” as a category in “Table X—
Relative Probably of Different Criminal Acts” hints at this, by comparing various 
computer crimes to an established, even pre-industrial criminal activity. 
 
This points out the importance of the “mechanism” concept in distinguishing computer 
crimes from their non-cybernetic equivalents. The mechanism concept enables analysis 
of different methods used to commit a standard crime, for example, spammed messages 
inviting the recipient’s help in handling a large sum of money versus a one-to-one 
conversation in a public place or a physical letter sent through the post office.  
 
The malware probability theory remains under-developed in the case of non-financial 
criminal motivations. It is hard to quantify the motivation of hackers involved in national 
security-related attacks (cyber espionage or sabotage) or crimes against persons (cyber 
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stalking, exploitation of minors, etc.). 
 
This also means that it may be interesting to apply the theory to non-computer crimes 
(such as the previously cited mail fraud) or hybrid crimes where analog and digital 
methods mix. Examples of the latter category include social engineering to gain access to 
user passwords or dumpster diving through paper recycling bins to retrieve information 
that can aid an on-line attack on a victim’s financial assets. 
 

Business Impacts: Service Continuity, IT Budgeting Impacts, Legal Compliance 
This section looks at the applicability of the malware probability theory to analyzing 
business risks other than theft-related losses. 
 
Considering threats to Business Continuity recognizes that some types of malware can 
interrupt delivery of business services to internal and external stakeholders. Service 
disruption could form the major objective of an attack, a diversion, or as collateral 
damage attendant to an attack with entirely different intentions (for example, a diversion 
of funds flowing through an electronic payments network that inadvertently shuts the 
network down.) The ability to project the likelihood and types of potential service 
disruptions can aid in planning and implementing back-up, failover, and other processes 
adequate to keep services running in the face of malware attacks.  
 
Understanding the nature and likelihood of malware risks is also essential to effective IT 
Budgeting and Risk Management programs. Here, IT professions can use the formulas 
to assess which targets are attractive, why, likely attack mechanisms, and how changes in 
their infrastructure and processes affect variables in the malware analysis formulas. This 
can also help identify the most cost-effective loss prevention measures, e.g. which ones 
maximize the costs and risks of an attack with minimum cost to the defender.  
 
Defenders must be careful not to over-defend certain potential attack vectors while 
ignoring others that may be beyond the business remit of the IT organization. An IT 
organization defending billions of dollars in assets may do a splendid job of blocking off 
all avenues of Internet-borne attacks, but the parent company may lose out all the same if 
hackers decide, after coming to appreciate the excellence of electronic defenses, that it is 
easier to human engineer the bribing of an employee to gain access to high value assets. 
 
These considerations also highlight the indirect damage cyber crime does to 
organizations by raising the cost of doing business, even to those organizations that 
hackers might overlook.  
 
In the area of Regulatory Compliance, the formulas can have a number of uses. Policy 
markers can use them as an aid to formulating laws and regulations that are most 
effective with minimal social and business costs. Furthermore, as mentioned earlier, the 
formulas and additional research in the field inspired them can aid in the analysis of 
mechanisms to increase the costs and risks of hacking. These measures might include 
new laws and stiffer penalties for cyber crime, diplomatic initiatives to persuade hacking-
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permissive nations to strengthen their legal regimes, mechanisms to interrupt 
underground financial services or more resources available to law enforcement to step up 
efforts to bring cyber criminals to justice. 
 
Readers should also recall that not all compliance imperatives derive from statute law or 
explicit government regulations. Common law-derived business liability principles also 
incent organizations to conduct themselves prudently. Application of the malware 
probability formulas can help organizations not only develop and follow best practices, 
but can also help defend an organization against civil complaints resulting from security 
or information stewardship disasters. In these instances, an organization’s use of the 
formulas can help them make the case that they took due to defend against criminal 
attacks launched against itself and affected customers, employees, business partners or 
other bystanders. 
 

IV. Conclusion: Towards Better Understanding of Security Costs and Risks 
 
The history of cyber security has been one of business, government and social reaction to 
waves of surprising and often distressing innovations in the field of cyber crime. To this 
day, governments, businesses, institutions, and especially IT security companies issue 
thousands of announcements, warnings, disclaimers, press releases warning the public of 
the latest threats to their well-being. 
 
As security technologies—both defensive and criminal—have matured over the years it 
has become increasingly possible to better understand and dispassionately analyze the 
nature of security threats and their effective mitigation. This paper has presented as a step 
towards building a quantitative analytical framework to aid in analysis and decision-
making pertaining to cyber security. As indicated in the section recommending a number 
of lines of further research, work to build a thoroughly worked out theory of malware has 
just begun. The authors welcome and encourage criticism and thinking that will improved 
and expand the emerging field of malware propagation theory. 
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